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There are both visible and hidden costs associated with card-not-present 
fraud. This eBook examines the factors that make up the 9 deadly costs of 
fraud and how they impact eCommerce/mCommerce merchants. 
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Can You Afford To Do Nothing 
as Fraud Costs Increase?
80% increase in CNP fraud projected. In the US alone,  
CNP fraud losses are projected to soar $3.2 billion to a 
record $7.2 billion by 2020 (up from $4 billion in 20161). The 
associated costs of fraud continue to be high, too. According 
to the 2015 LexisNexis® True Cost of FraudSM Study:2

•  $2.27 actual fraud loss for each $1 eCommerce fraud

  eCOMMERCE MULTIPLIER EFFECT: 8 additional sales are 
required to make up for 1 fraudulent order (30% average 
gross margin)

• $2.08 actual fraud loss for each $1 Mobile Commerce fraud

  mCOMMERCE MULTIPLIER EFFECT: 7 additional sales are 
required to make up for 1 fraudulent order (30% gross 
margin)

If you don’t plan on upgrading your fraud prevention process  
in the face of these disturbing trends, you may end up 
sacrificing profits to the 9 Deadly Costs of Fraud.
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HIDDEN COSTS

VISIBLE COSTS

LOST & STOLEN MERCHANDISE 
All merchants understand that 
fraud results in lost product, a 
direct cost against the bottom line.

CHARGEBACK FEES/FINES 
Each time a fraudulent transaction 
results in a chargeback, you get 
dinged with fees and fines that can 
range from $15 - $100 per.

LOST SHIPPING EXPENSE 
With fraudulent orders, there is no 
way to recoup the $5 - $100 you 
paid for delivery.

WASTED LABOR 
Resolving issues with fraudulent 
transactions—representments, 
complaints, audits, etc.—takes time 
away from profitable activities. 

HIGHER TRANSACTION FEES  
+ ESCROW ACCOUNTS 
With higher rates of fraud come 
higher processing fees and possibly 
escrow requirements,  
which hurt the profitability of  
every transaction. 

TRANSACTIONAL COSTS 
Five deadly costs of fraud are directly attributable 
to fraudulent transactions. Two are obvious, but 
three may not be so apparent. 
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MANUAL REVIEWS  
The labor cost for staffers to 
review orders are typically the 
most expensive aspect of fraud 
mitigation budgets.

DO-IT-YOURSELF SYSTEMS 
Deploying and integrating ad hoc 
tools to fight fraud is expensive, 
time consuming and dangerous. 

DECLINED ORDERS 
Decline rates typically average 
2.6%. Yet the actual incidence of 
fraud averages 0.9% Turning away 
that many good sales for fear of 
fraud is a huge hidden cost.

CANCELLED ORDERS 
Due to suspicion of fraud, 
merchants cancel 2X more orders 
than they should even after manual 
review. Are your reviewers turning 
down sales by cancelling good 
orders that only look bad?

FRAUD MITIGATION EXPENSE 
Two of the nine deadly costs of fraud are often chalked up 
as “the cost of doing business.” Yet these may be much 
higher than they need to be.  

LOST SALES  
These two costs often don’t even make the list, 
but the cost of foregone revenue can be more 
damaging than the fraud itself.  
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Manual  
Reviews
Too much expense for too little impact? Nearly 1 in 3 
merchants (29%) complained that combating fraud cost too 
much in 2015, up from 1 in 5 merchants in 2014.2 

•  81% of organizations conducting manual reviews, with  
27% of orders manually reviewed3 

•  25% of fraud prevention costs dedicated to manual reviews2

Four problems with the “typical” manual review process: 

•  Lost time. Unneeded manual reviews drive unnecessary 
headcount costs. 

•  Slower growth. Why avoid new markets/channels due to the  
cost of adding more staff to handle more manual reviews?

•  Less flexibility. Manual reviews are not feasible for certain 
features, like in-game “buy/try” offers, stifling potential sales. 

•  Reduced profits. All the factors above drive down profitability. 

Kount customers reduce manual reviews 
as much as 90%-100%! How would your 
bottom line improve with fewer and faster 
manual reviews?
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Manual Reviews:   
Typical Merchant Costs
How much do manual reviews actually cost merchants? 
The two examples below are based on industry averages for 
eCommerce merchants: 

•  Merchant A is a small merchant, with annual revenue under  
$5 million. They process 400 orders/day at $30 an order. They 
review 42% of their orders, which is the average for merchants 
their size.3 They spend about $5 per manual review and approve 
over 98% of reviewed orders (1.6% cancellation rate typical for 
merchants their size3). 

  ANNUAL COST OF MANUAL REVIEWS: $378,037.80

•  Merchant B is an medium-size merchant, with annual revenue 
just under $25 million. They process 1,500 orders/day at $45 an 
order. They review 25% of their orders, which is the average for 
merchants their size.3 They spend about $4 per manual review 
and approve over 95% of reviewed orders (4.5% cancellation 
rate typical for merchants their size3).

  ANNUAL COST OF MANUAL REVIEWS: $824,671.88

1
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Do-It-Yourself  
Fraud Prevention 
There’s a reason you don’t build your own car. Effective fraud 
prevention is a complex undertaking that requires sophisticated 
tools and techniques developed by technical experts. Do-it-
yourselfers may think they’re saving money, but they actually: 

•  Incur needless costs developing/buying, integrating, and 
supporting ad hoc software tools and expensive hardware

•  Lose time that could be spent building their business instead of 
trying to invent their own fraud prevention technology 

•  Risk exposing their business to profit-reducing or even 
business-ending fraud attacks 

Kount customers don’t pour their money into 
multiple fraud prevention tools, software 
packages, and systems. They don’t worry 
about paying for servers, networking, 
storage capacity, IT staff, integration 
expenses, and all the other hidden costs that 
come with maintaining your own system. 
What would you save by eliminating all that? 

IT infrastructure or sucking wound? Do-it-yourself fraud prevention can be a six-figure 
annual expense for hardware and software that becomes obsolete 18 months after 
installation and requires constant attention, investment and manpower. In other words, 
a hole surrounded by network cables into which money is poured.

2
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0.9%
actual fraud rate  

“Fear of Fraud”  
sales gap cost  

eCommerce and  
mCommerce  

merchants at least

$16 billion  
in 2014!

Declined  
Orders
Just say no to perfectly good orders? Turning away good 
sales for fear of fraud is a huge cost. Decline rates typically 
average 2.6% for domestic orders and range even higher for 
international transactions. Yet the actual incidence of U.S. fraud 
averages around 0.9%.3 

Put another way, an eCommerce merchant averaging 300 daily 
transactions declines nearly 1,000 valid orders every year that 
they shouldn’t. Just think of all the marketing dollars spent to get 
those 1,000 people to buy...only to (wrongly) turn them away.

•  Nearly 50% of transactions are flagged for fraud by  
automated systems2

•  46% of the transactions flagged for fraud by automated  
systems end up being manually reviewed2

Kount customers have cut their decline rates 
as much as 50%, 67%, and even 80%! What 
would happen to profits if you could boost 
sales without any higher incidence of fraud? 

Fear of Fraud gap. eCommerce merchants worldwide said “no thanks” to at least 
$16 billion of orders that were likely valid (2014).4

3

3%

2%

1%
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Cancelled  
Orders
“Thank you for ordering, please never come back.” Delays 
from manual reviews cause customers to cancel or abandon their 
orders. What’s worse, merchants will cancel approximately two 
times more orders after manual review than they should.3 As you 
can imagine, those jilted buyers are likely to take their business  
to competitors.

•  24% of all cancelled transactions turned out to be  
false positives2

•   Vast majority of manual reviews are unnecessary, with 75%  
of manually-reviewed orders approved (average)3

•  9 out of 10 manually-reviewed orders are ultimately approved  
by half of all merchants3

Kount customers dramatically slash the 
number of false positives generated by 
manual reviews. How many more sales would 
you have if you approved more manually 
reviewed orders?

Why waste the $14-$109 spent per customer on acquisition?5 Cancelling valid orders 
from perfectly good customers due to (incorrect) suspicion of fraud is a double cost:  
1) loss of revenue from the cancelled sale and 2) loss of the marketing dollars you spent 
to get the order. On top of that, you likely lose the lifetime value of that customer, as 
they probably will not want to purchase from you again. 

4
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Lost and Stolen  
Merchandise 
Lost and stolen product is a direct hit to your bottom line. 
Fraud losses as a percentage of revenue NEARLY DOUBLED in 
2015, up from 0.68% to 1.32% for all merchants6 

•  The higher the value of the transaction, the more likely it is to be 
fraudulent and the bigger the cost of lost merchandise7 

•  Although adopted by relatively few retailers, the “buy online,  
pick up in store” process already accounts for 25% of  
brick-and-mortar lost and stolen merchandise2

Kount customers often see lost and stolen 
merchandise drop 20-50% or more. How 
much would you add to your bottom line if 
you slashed lost merchandise costs?

5

10X higher fraud on big ticket sales. The bigger the transaction, the more likely you are 
to get defrauded.7 Those big orders you see as most lucrative also entail the most risk. 

0.5% 1.0% 1.5% 2.0% 2.5% 3.0% 3.5%

10X
HIGHER 

3.0% to 3.5% chargeback rate  over $2,400 order

0.3% chargeback rate  $0-$1,500 order

0.5% chargeback rate  $1,501-$2,000 order
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Chargeback Fees  
and Fines
Adding insult to injury. With fraudulent transactions, not only 
do you lose revenue and merchandise, you also get dinged with 
fees and fines by processors. 

•  Merchants that exceed a defined chargeback threshold for a 
period of time are placed in an Excessive Chargeback Program, 
incurring additional monthly fees (sometimes thousands of 
dollars until their chargeback rate is under control) 

•  Penalties can range from $15 - $100 per chargeback...the higher 
your chargeback rate, the higher your fees and penalties8

•  Excessive chargebacks can eventually lead to termination of a 
merchant account, possibly causing you to go out of business

Kount customers can typically reduce their 
chargeback rates to 0.5% or less...while 
actually boosting sales. How much would you 
save reducing by your chargeback fees?

How are chargeback rates calculated? Processors don’t reconcile chargebacks against 
the dates that the transactions actually occurred. Instead, they divide last month’s 
chargebacks by this month’s transactions. So if you had big sales—and normal 
chargebacks—in December, and those December chargebacks are calculated against 
lower January sales, you could show an unusually high chargeback rate. Even though it 
doesn’t reflect the “true” rate, you may still get stuck paying higher fines and fees.8

6

December 

January

13,500 transactions 

5,700 transactions 

135 chargebacks
57 chargebacks

Although you 
had a steady 1% 
chargeback rate 
for December 
and January 
orders, your 
chargeback 
rate for January 
will show up 
as an inflated 
2.3% due to 
the way the 
chargeback rate 
is calculated
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Lost Shipping  
Expense 
To ship or not to ship. You invest a lot money shipping lost and 
stolen product. What’s worse, shipping costs on fraudulent orders 
are almost certain to be higher than on valid orders. 

•  Large orders (>$2,400) usually have the highest shipping 
expense and are 10X more likely to be fraudulent7 

•  Orders with the highest shipping costs—priority/overnight—are 
more likely to be fraudulent, yet provide the least opportunity for 
you to review and catch fraud  

•  Other costs go into shipping lost merchandise. For example, 
fully-burdened wages for warehouse workers (including Social 
Security, taxes, Workmen’s Comp, etc.) range from $12 to $20 an 
hour. And boxes, bubble wrap, labels, and tape are not free.

Many Kount customers have seen fraudulent 
transactions reduced almost to zero. How 
much shipping expense would you save by 
virtually eliminating fraudulent orders?

Cost of shipping continues to accelerate. The cost of shipping continues to grow  
year-over-year for eCommerce operations, as illustrated by this chart showing the 
increase in Amazon’s annual shipping expenses.10

7

2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

Amazon’s shipping costs increased  
32% last year, reaching approximately  
$11.5 billion, up from $8.7 billion in 2014
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Wasted  
Labor Time
Paying employees to resolve fraudulent transactions  
is non-productive and frustrating. You lose money every  
time your employees have to deal with fraudulent transactions 
and chargebacks: 

•  Representments, investigations of chargebacks, and audits to 
uncover potential fraudulent activity are time-intensive and 
typically involve employees with the highest hourly costs

•  When your staff has to handle complaint phone calls from  
non-customers whose credit cards have been fraudulently used 
to make purchases from you, you lose money

•  Prosecuting fraudsters—while a proven way to dramatically 
reduce attacks by fraudsters—takes your employees away from 
productive, revenue-generating activities

How much time do your employees spend 
reconciling chargebacks and dealing with 
after effects of fraudulent transactions?

Personnel typically comprise the largest portion of fraud prevention budgets.3 When 
staffers spend time mopping up the mess from fraudulent transactions—instead of 
preventing fraud on new orders—that investment in headcount can feel wasted.

8
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Higher Transaction Fees  
+ Escrow Accounts 
Guilty unless proven otherwise. Higher processing costs and 
the costly requirement to maintain an escrow account are direct 
results of excessive chargebacks and fraudulent transactions: 

•  Interchange Reimbursement Fees and Assessments are 
assessed every time you run a transaction (e.g., 2.5% + .10) and 
represent the biggest cost of a merchant account 

•  Merchants considered “high-risk”can be charged higher 
transaction costs than “low-risk” merchants

•  What constitutes “high-risk” varies processor-to-processor 
and merchant-to-merchant, so it’s difficult to know if you’re 
approaching the danger zone

•  Processors may require escrow accounts for “high-risk” 
accounts, tying up thousands of dollars of your money

Kount customers typically enjoy the most 
favorable transaction costs, due to their 
stellar fraud prevention records. Are you 
paying more per transaction than you should 
and how much is it costing you?

A “hidden tax” on profits? Slightly higher processing costs may not seem that bad—
after all, an additional 0.05%/2¢ per transaction sounds fairly insignificant. But those 
costs apply to 100% of your transactions, not just fraudulent ones. Merchants with  
$50 million in revenue could lose $45,000, $80,000, $140,000 or more each and every 
year due to higher costs caused by fraud. 

9

In addition to higher transaction costs, 
processors can require merchants to park 
$50,000 or more in an escrow account to cover 
what they deem “excessive chargebacks” 

 0.05%+ 2¢ 

$45,000
COST+ 

 0.10%+ 3¢ 

$80,000
COST+ 

 0.15%+ 4¢ 

$140,000
COST+ 
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Not All Fraud Calculators  
Are Created Equal
Hard data you can use to make informed decisions. Some 
fraud prevention calculators offer little more than glorified sales 
pitches. Kount is different. 

Our WHAT’S THE “F” WORD COSTING YOU? calculator and 
customized report provide detailed breakouts of the deadly costs 
of fraud — based on your actual numbers. You can see exactly 
where the holes are (or are not) in your fraud prevention efforts. 

You’ll get concrete data about your current costs and expenses, 
as well as solid projections about how those costs and expenses 
might look if you were using Kount.

Even if you decide you don’t want to learn more about Kount,  
you’ll still have actionable insights that you can use to improve 
your fraud prevention operations. We’re more than happy to 
provide this valuable information completely free of charge and 
with no obligation, because our mission has always been and will  
always be: “Boost Sales, Beat Fraud.” 

WHAT’S THE “F” WORD COSTING YOU? calculator. You’ll get an in-depth, five-page report 
detailing the financial aspects of current your fraud prevention process, as well as the potential 
cost reductions and revenue increases you could see with Kount. 

* Results are a combination of increased profits, fraud reduction and fraud mitigation savings. Kount does not guarantee any level of savings since every merchant is different and may manage their level of risk tolerance differently. 

to
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$1,341,375.00 $1,564,924.73 $246,876.88 $77,748.65

$7,665.00 $1,916.25

$22,356.25 $5,589.06

$116,252.50 $36,038.28

$100,603.13 $34,205.06
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5.52% 1.74% 

$169,128.23

$5,748.75

$16,767.19

$80,214.22

$66,398.07

68.5%

$76,650.00 $22,228.50

$54,421.50

69.1%

$54,421.15

$223,549.73$169,128.23

TRY THE KOUNT FRAUD CALCULATOR
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Thousands have tried the Kount Fraud Calculator. Now it’s your 
turn. Take 90 seconds to see what fraud is costing you and how 
much you could save by boosting sales, reducing costs, and 
beating fraud with Kount.

Lisa Bolton 
FoodServiceWarehouse.com 

Want a Deeper Look Into Your 
9 Deadly Costs of Fraud? 

“Overall, sales are up 50%. We’ve reduced our 

decline rate by 67%. Before Kount, we were 

declining about 1.5% of transactions. Now, 

that number is down around 0.5%. Even so, 

our chargeback rate has stayed the same, 

while the number of fraudulent transactions

has gone down by 45%.”

SOURCES: 1 http://aitegroup.com/report/not-your-father%E2%80%99s-3-d-secure-addressing-rising-tide-cnp-fraud 2 2015 LexisNexis® Risk Solutions True 
Cost of FraudSM Study 3 ONLINE FRAUD MANAGEMENT BENCHMARKS, North America Edition (CyberSource) 4 2.6% decline rate minus 0.9% actual fraud rate mul-
tiplied by $941.8 billion global eCommerce ($839.8 billion, 2014) and mCommerce ($102 billion, 2013), https://www.atkearney.com/consumer-products-retail/e-
commerce-index/full-report/-/asset_publisher/87xbENNHPZ3D/content/global-retail-e-commerce-keeps-on-clicking/10192 5 http://www.marketingsherpa.
com/article/chart/ecommerce-acquisition-cost-per-customer 6 The Fraud Practice, Payment Trends and Security, David Montague 7 https://www.quora.com/
Online-Payment-Gateways-and-Processing/What-is-the-average-chargeback-rate-in-the-US 8 http://www.fraudpractice.com/fl-paychargeback.html  
9 http://www.statista.com/statistics/236503/amazons-annual-shipping-revenue-and-outbound-shippingcosts/

AWARD-WINNING RESULTS

TRY THE KOUNT FRAUD CALCULATOR


